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PROGRAM 

(5 7) Abstract: 

PROBLEM TO BE SOLVED: To reduce a burden caused by key 
exchange processing in an information processor to perform a 
communication, and to enable even equipment limited in calculation 
resources to exchange a key while keeping compatibility with 
existent key exchange protocol. 

SOLUTION: A terminal device 1 is connected to a network 2 
representatively such as the Internet and performs the cipher 
communication of enciphered communication contents with a 
communicating party terminal device 4 via the network 2 by IPsec, 
SSL or TSL. A key exchange substitution server 3 is connected to 
the network and substitutes various kinds of processing such as 
processing for determining the cipher algorithm or key exchange 
method of key exchange processing to be performed by the terminal 
device 1 while using IKE or TLS handshake protocol in order to 
share a common key with the communication party terminal device 
4, key generating processing and authentic processing. 
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mm t « # a« *tf 5 m 1 ©flMRj&a&B £ , 
a^stc j: 4«sgft«Hi*fwr 4S& 2 o« $s«ia^a 

HJSBSfr 1 OlMWaHlWX. 
£. 

waaissj: 0 8fl»T * Hz - «9M##R t , 

> er <b cdm iBfta§i-c& 4 -fe 3 >»£r»je-r s ? 
mfism 2 onm«^es» , 

Ml Bg*^ » -b -^*ffirBB» 1 Off 9R«91tt(E<fc 0 HKS 

•e^fwwwat. 

i <DtwoBfflR«ccfla&'r-5j£s^ » -fe-^#i&*a± 

[ 19*1 2 ] Ml B§*^ v Hz - £?tt , 
9JfB^»®I<DH!te*>SU 9tSaft#ffi©*se*S* 

(fflB-fe ^ V 3 >«SrS*r 4Slg*^ v Hz - ^ 4 *d 

4, 

4, 
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bWbbhes*-* * -fe - s/«c*-5c»r , mum 1 

1 CDlf$6Ma^SCc r * -fe * pI9E^5^*«B-r 4fllsg 
io *S4, 

tuffi^S*-* ^ -fe-^tcS-^^r, (5iB*fe v is 3 >$^t 

H-r 2>mm*'<7 9**5/3 >««a*s<t set 

*«F«±T4t9*ll CCBBIEO* * h9-^^fA B 
[19*13] 9(KBfl&&3rffitt* ike. *tett. ssug 
L< teTLSOHandshake Protocol *^fto C 4 '«49ft <t *T 
419*12 KiEtE©*? F9-^^fA fl 
C §9*1 4 ] fiuf SUf 1 <E>1t$g«!a$£gte , 

«je-rsini<o«je*a:<!:, 

mnmmmmt&zicmm-r&tctbcD. mum2<om^ 

mifB^2 (DltfR^a^g^, 

9nefv i ott ttAoasiK&^tcafi iw? a s»s^« 

fjia^ 2 ©«e*«©«eiijii«:ai-^c >r , ureal 1 © 
tf$RMa^s4^tcaff*r4/cd?)o, frt am 1 ©it « 

®ai?g t 4 ft Ml *8B3£-r 4^2 

.[■9*15 3 *v h»7-^K:»tlfc3n. ^KDffi^tS 

$RMa^g 4 Bg#a« €rtf 9 tS$RMSilg"C ^> o r , 

9ffga» i omomnmmmmt ^mmzn $ nmmm 

9»SBBf#iM*acc J: 4IWBBi#a«K:fla^4fta««: 
■B«r4Etl*a4, 

MIBfta^^mffB^ 1 cDffeCDtf $R^a^g<tftW*T4/c 
40 IB8WS**a*fWT 4^2 OffiOflttt^SSSK^c^ 

$Rtoa^g<fc^5(f#-r4jt;^^ »*-y«»#8i t 

9HBl£S ^ v -fe - S^BXfS^acc J: 0 3 ti felt £I&g 

(omi^mmv *4 -fe » v 3 >gt£fg:5rr 4 * v > 3 > 

[19*^16 ] 9tEf920ttOW«tt«RB£3c±(c9 
50 fl»«ffiL**5**«3e*"4«3e*a4, 
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[ swag 7 ] B§#ii«tc ffi t > & E te-r £ ta t* 
au**ru *^ H-7-*«ca»s*i. sr 1 offeom^ 
®£g t eg^aft mnmmm&oy^nmmyrmv 

mflBBf-^ilftx ir ^ :/©«ywc <fc SMfBBt-^iifitcfflli 

£5*a£8£mjiBf& i ©flt©t««waa*Biftwr *fc» 

fWiBg*-* ? -^flfete* 7* * 7*(D^SCC J: 0 ft 
bJIBJSS^ a> -fe— i>HXf#$iJt®^ » :/(D#9IK: J: SXf# 

^«IIB3*iteH(riaj£S^ » -fe-^JcS^or, mrfBBg^- 

«£ Tilt 

[»5R3B8 ] H§#a{iteffll>S*»«*ffi«:T*BBtt 
H3$g i mKRPKM *fr 5 ft «*&«ffl«ffl(D^P y 5 
ftufBJH 1 CDffeCDtf^^S^Si BJiBBf-^iiff «r?f 5Bf# 

y't, 

^*ta^*BulB^ 1 Of60lf««La««i*Wr 4te» 
hM B9#-* * - f - ? ?*<£>MSK <fc 9 3 ft 

aft o-fe ^-->3 >cri<D«jfB*aii"c*4-te ^ 3 >gt 
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lutami cDffecotwgtoa^giWfBBg^aff ^tf ^Bf-^ 
«rs BBg-^afi ^ 9 ^<D^acccfc4WSBBt#a(ticfflci 

©a^afefflffiomf*s*^rsfi*^ *yia 
ass»«ffli*wf *r 4^2 <D4botim«»SB(c^r 

20 ^row^t ^'i, 

aftco-fe ^ v 3 > c i omriB^a^r * z> 
m2<Di&<Dmmmm&m:£^m'?2>tc&)<D, mzmico 

SttBUftftftMKWT S***IB«r 4IBti^© i , 
IB^ 1 CDftfeOlt$R^a^g <fe 0 ^ff-T -sr -fe-^ 

lulBS^^ ^^-^B(f#^^Ccl:^IZf#^ft/cmrfBS3< 
40 ^^-^c^ttD-r^mflBI^S^ f -b— SulB^ 

mi ^ c t *^WLt?zmm&wsmo 

moon 1 1 ] SalBS*^ 9 

WfBSi3£&&acDK§te*^u «saft*&©»ae«:B* 
mrfaBa-^aff o-fe ? 3 > c i ©BJiB^a»r * s -fe ^ 

50 ^3>ii«:S^*rSglS*^ 
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«aa«B*BfET 5 BK*8 <t > 

««LS*a*ss5ffB» 1 offe<Dts$8toiisa^r ^-fe^pj 
MbMffr * mar z m^st t % 

tulBStS*^ y -fe— ^feK-^c^r, StflB-fe v s^a >B&c 20 
l 1 2 ] mi BB» 2 <D W$B«liS^S B , 
W8B4^*a©«3BI**«:*-^i»r, fufSfg 1 OffeOtf 

ffttll^&B. 30 

1 3 ] ttrfBiBtK#StCcfc5iBtt$*irc^«r 

IMBaft«ka5CMT4«*R«, mrtBM2CDftetDtf$S®SI 
«B<DigBEtcH-r4t»«, *J:c;8fllB*2©«Of(Mll«i 
BSSBftSffrKB 1 ©fft©ft«fiB*6B«CT *-fe^ DjB*i 
StirtcMT * 5 * U ^f»«*dte C £ £ 

T^IB^^ 1 0 tcfBigCDttfg^S^go 

[mmqs 1 4 ] meM&iiteaccBr&ift ««rE«r 

HnMSBftBaV. flu IB* 1 Offt©fWW8ffll«SBK: <fc 0 ff 

ton*Wf#a«K:fflc»€>ns*aB*, aftffi^-cas 40 

insmtiMmtcHir at* «©etw* e> cDKf#^*iJ® 
rsiBtKMaw^*:/^ 

SB* l ©ft©««fflI»*6©^tBBr*B*^ 
? -b - f 

SJ8BB5R-* -b - ylfSWiX f- v 7 commie £ f3 
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IKBST 1 Of6©t»^^B«c«l&^5JfiSSy * -fe 

[iMta 1 5 ] lWB^&ftraKHr&flm&iBtt-r 

fflWm&i&tfi, ttKm©ft©tWM&ffl*«K:J:»>tT 

si 2 ©ffecDttfR^s^si swt ztc&xD, mam 1 © 
ffraa&itfeaa tc n r st*tf©Eit»a» fe ©iws * mm 

s» -fe - J?KfWWffll^ 7- v -ft. 

WES* y » -b - i^IXf#$fJtai^ t- ? 7'©teMCc J; 0 Kf# 

BuE«35s^mftea^T-y ^©aaojfflwsjficca-^t* 

T . tES^ » -fe - ^cc*tfg-r s WEIBS^ f -fe - v> 

*. bue^ 1 ©fte©t»$R®s«gcc«^-r ^>js§^ 9 -fe 

-SEttSP^WL. * f h^-^CCSSKSn. »l©ffe© . 
^g^rflj® t h a > f 3- - 5? *«*tT nJffife ^a^AT 

T5EtefMtaj*f-? ^<t> 

SJES^»Kia©Ktf *s*-r 6 S* jt ~j - t><D . mr 

nm 1 ©fl6©w««ia«B*>e)©Bt»3&wwr*ii*> 

v -fe - ^|Xf#§IJISlX f 

SUES* y » -fe - yffif#*lliSP^ f - !> 7'©^SCc J: *3 iRff 
*sSfJSP3nfcUES*y v -fe-^CcS-^Cir. IJEH32 

WEBSJ»ftfr *Jta^ 9 ^©©ffi©J0Siemcc»-^0i 
r . UEB*y » -fe - ^ Cc^tc&t" i> MElc.^y 9 -fe - 
fTEB 1 ©fb©flNR«»RBIC«tftr«j£SX » -fe 

A 0 

[^©Sffl^clSBJ] 
[0 00 1 ] 
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[ftBRCDm? 2>mffift&] y.h V-irisX* 

[0 00 2] 

[0 00 3] Se*. >f>*-*y h7-^CC 
• tel^fUfflSnS-fe** y «Mt£ lt«, RFC (Req 
uest For Comment) 2 4 0 1 CC«5£SftTl>£lP (Inte 
metProtocol) S"CO-fe+ a y f8flt'C*-5>IPsec (I 
nternet Protocol securityarchitecture) » WEB~Cf*Jffi 
£ft&SSL (Secure Socket Layer) v tecfctf, *©f*« 
10Br*t)RFC2 2 4 6Kl«S3nri»STLS (Transpor 
t Layer Security) 3£#S>5 0 

[0 0 04] Ctih<D7'U ha'^Ttt, 3c£tt9ft«tf 20 

Sr^flrrS'iJS^ftS. f(D^ilt«, RFC2 4 0 
9~C£iS£*lTl>&IKE (Internet Key Exchange) , £ 
fcte, SSL^TLSfc^S ft S Handshake Protocol^*** 

[0005] ikeg£> iR5eccci^fi&a*i6W^sgfi-r s 

ftSUcifr^D, RFC2 4 0 7*5<fcc>'RFC2 4 0 8tC 
ffiMZtlXl>2>> Sl3Xjft©fiNH**ffi«-r4lSAKMP (In 
ternet Security Association and Key Management Pro 
tocol) ISAKW>±r|IBSCDil«ffi«**5t*Lrt» 30 
&Oakley£>e»&£o. 

[0 00 6] IKE«, ISAKMP©fc*©ISAKMP S* (ISAKMP 
Security Association) £ffS05:*3"& Phase 1 <b, IPsec 
(DSA*StS[-r*Phase2CCj:t)«JiR3-ti4o SAi 

Cit$)^ 0 Phase nc«fflfa#OICXDfiga3&sW^tt^ 

F<t, iDOfiSS^pJte&ryUy^*- F 
<D2.o*MKEU Phase2Ktt^-f * F©**^ 

[0 0 0 7 ] y -f F-C», >6tt#iJSS#©W 40 
T\ 6 0 Offiffl) CDilft iff oTISAKMP^mALT^o 

;l/=fyXA»C!)KD»»*fftoti. #©2H (lffiffl) 

CD jiff tC fe C > r 0C#g& Di ff i e-Hel 1 mangl T 

S ft fc§8©88SE#fTfr ft £ c 

[0008] cfttcfcfLT, ryu^^-Fttt, 

JS«l#<bjSg#(DPJ-c. 30(1. 5fiKS) CDiim*tf 

l\ ISAKMP SA*S£tt-r4 0 ^©2 0 ( 1 ffiX) CDI 50 



4$6fl 2003-179592 
8 

filXSitc£«ttDiffie^llmartfl3!fflir;l/=fyXA 
hfc«OBE#tftoti*. co3 0B©iim«, 

tlilSAKMP SA«lJ:o-CBf#{b3tiaCi. fi£oT, ID© 

[0 009] F\ T if V> * i/zf*— FCCfel> 

[0010] Phase2<D#-f ? FCC*lC>r tt, 

tt#iSKS*<DBr. 30 (1. 5tt«> oa«*?f 
IPSec0)SA*S£fi["r4. ^-Y 9 FCCteWSa 

{sftStt* ISAKMP SA&C<fc-oTffi«S ft*. ^©2i 

<DS8fiE;WTfeft<&. 

[0 0 1 1 ] «±<D£5K:LT, lPseCC££ttii«* 

[0 0 1 2 ] *fc/TLStt, *^>fT> F-lf-^^r^ 
y^r-l/a-XCjtLT-fe+a y tftRtl^O Fn 
^"0*9* 8t3?t£teOl*Tt*Handshake Protocol i 1/ T 
£B£3ft'CC>4o Handshake Protocol t€£ Z> 9 ^5? 4 T > 

h-i^'TOoftE&t** «T<oJ:5K:fT*>fts. 

[O0 133*SJtC. ^^T>Fte> ClientHello^ 

;i/=f yXAKHt"4fMR**-'*te«*&t*5. 

-eCDBf^tT^rf y XAtcHTitS$R€r, ServerHello 

— -^<tt, ServerHello^ y Hz — y>*i£fil/fcf£K\ Serve 
Certificated ■fe-^*fl|C»r-y'-^^S#OffiE?8»« : 

erKeyExchanqed vte — i/^ i7 *7 A T > F tCjUflT^e 

S<Dj||^?:R^*4''SCertificateReqestd ^ Hz — t 5 ^^ 
ffT^o fit, If— >5te, ServerHelloDoned -y-fe— 

[0014] It— ^<^6CertificateReqest> ^ -tz— 
€r?H{t^n/c^^>fT> Ftt, ClientCertificated ? 

^cOti: i % ^ p remaster key* V—rt (DAMMX? 
U * CDBf-^{t5n/cpre-master key £$&ClientKey 
Exchanged y-fe— -'^CcaiB t4. 
[0015] *fc, ^7^7>h«, ClientHello^ ^ 
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T> h<DU^M~Cti§mtLX. CertificateVerifyy v 

[0016] C<DB#jST. -fe a >«fc if#*i|fl|altt 
"T & Changed pherSpec^ vte—V £ 521(1 L /ct^tC , -fe s> 

i> 0 mkfc9"?<<T^>Y\*. Finished^ vfe-^*rjJHi 
U feTtZo S/c, 1f-^>*CC*j^T4>, ±aSb/c£-7 
-YT> hCDi^^ifsJ^i^C, ChanqeCi pherSpec^ ? -fe — V 
£i£flU *^^a>itai**ia:5EL, Finished^ ^-fe 

[0 0 1 7 ] J^Ocfc^CCl/T, ^7-^7> h — -0"wf 
[0018] 

4-f &HW] l^LSc* 5 ^ JK±0 20 
BIBHI^Di f f ie-Hellman^c&T>M/ 3f l> X ACDIt#*0: 

& ^ £ c ^ Haft*« o /c 0 

[0019] £/c, #H§2 00 1 - 1 97 0 5 5^*B 

[oo2o] c<Dm&. zL-vm&t'V-rtt 

/Co 

[0 02 1] *#6?8»C(D<fc5ttJKiRlCca*TftStiyc 
[0 0 2 2] 

[SjS«rflS^-r4/c^O^©] **?80*-^ 

4 m^mm&i *> m 1 coitfR^s^g 4 , * ? h 7 - # 
» 1 off ffi&attKcc <t **iSEiwaffl*«tf r 4 
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*y ? Hz - s?«i&#a 4 , * * - ct 

[0023] wib**-^ 9 t-ya, m&mnmomte 
i , » 1 cDtt$K^a^goffifits^-c ft 4 itxDmnmm 

^•fe-^4, BfEB*^ yi2-^^»j£-r4BfiEtc»^ 

> yk-*?ic&n*x* m 1 cottiR^^goaff ta* 

[0 024] 85l^t3SJft*rffi«, ike, Ss/ctt. ssl^L 

< ^TLSCD Handshake Protocol * J: 5 *C 4 C 4 ifi 

r*4c 

[0 0 2 5 ] SufB^ 1 CD«^lI$Sg^ ^2cott$R^ 

fflRa4$*ftcamwf*a*5*>*«e'ra* 1 on 
«^©4, *i©^*R©«ffiis»«:»^r % ^2 
<z>t»^aiiB43c^cca«T*fc«E>o, m2<Dmmm 
wa4**rr&*a»*Boer*iii 1 co^a^ss^ 

I34^r^e>^«x., Jfl2<D«$RMa^g^ miot»$R 

^a^a 4 s±cca*3Wf * 4 fr5**«e-r 4® 2 0 
*j^S4, »2(D«s#a©*ij)esis*«:arJc»r. w 
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[0 02 6] *#H8©SI 1 OW««0aS8Btt. » i ©ffi 

^2(Dffi<Z)tS$B^SI^g<t 9 BMW 4 ft*-* ? * 10 
[0 0 2 7 ] tna& 1 (DW«UK9ttB«. WE* 2 ©fft 

$g^s^g <b ft *t 4 ftaet* wer 4*aigtKyE#K 
[0028] *§m<om 1 omura^&B. ■* 1 ©fife 

CD, m2CDfteO«fBMa^g^60Kff*ffJ©^^lSg 
mxf-v -7<D%3BX. <fc 9 S tifcJt*-* * -fe - 

[0029] *%m<om 1 <Dumstfo<D7* v^m*. 
?7'ts w#a«xf-v^o«iaK:j:siit#a«ccffli» 

4£attoett*B«> 6 £>mf#£3HJ@JT 4BttfHSP* -r * 40 
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[0 0 3 0 ] *«I8<D»1©^o^A«, ^lCDffecD 

-staff* r- v yvumtcj: simmmtcm^&xsMHD 
*2©fib©t«ii^««(c^r***-rf »-fe-y«» 

<7>, m 2 OttOflMJ&aRBft) 6> oaw»*«iw 4 It* 
y 9 42-i>»»IWWx^y-^i, (£*y sF-fe-^BlflWW 

^cctt-^t^r, BS#a<t©H2^^a>c:4©*aar* 

s& rj > fc: A - * CC||3g 3 ^ 5 a 

[0031] ^m(om2<ommmmmm^ m#&m 

[0 03 2] Bufeg3<y ^ «3?»«HI(DSB*& 

^•^-^i, Bt#a(s<DH2y^3>c:icD*asi , c* 

ft*y «4fiSB*y *42-^K#C&-r£gl 

ifiRc&^y sas*^ 7-fe-^«c*ti&r* 

i6»y m&t&ftimm^mZs ma* 

B^yt-^i^^r, flf#a(tcc*5W4«sg»* 

t, ^2 offiowmwysMWJii 1 ©ffeow fg^a^g 

tys/g >n©a^isi s J: 5 ^> c t #r-s 
[0033] mriB^ 2 (Dmsmm&mz. m 1 officott 
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♦iMaaajBiS^tcafrrsfc*©, mote©**** 
aisg t #*rr £5*a§i£ia:S-r s^aWKMiii * 

[0034] «riaiatt*Rcccfc 0Efts*irciS«3S3fc 

WrSIIWL teJ:O e »2©ft©»««fflBg«3&«»l©fft 
£ y 5/f»**dto <fc c i fr-c* 

jjffl^fy^i, 8l^»«;tfteffl^f ^^OtefflOifflffi 

[0036] *¥m<om2 <D%mn&<D?v v^mz. 
«£SM&a &c n -r & w«©s2te»*> e> ©k» ssotsj-r * 
EtMMR^ Tv^t. «BJaft«aofw*«*r &B* 

-^BlfWHlpi * t/cD^acc <£ t) fl*»#fWW3 ftfcB 

gy ^-i/s^f ^'i^ci^Mi-r^. 

<d, si<Dffe<Dtt#R©a^s^6om»*s»Jiair6B* 
fwxf-sr ^(D^acccfcpmf§^*y®i§ti/cB^ v-k- 

ixf-^i, i^mfffli^f * :/©*&g©«91IS 

m i ©ffio«««ffl«aiccfi«&"r » -fe- 

[0 0 3 8 ] #$m<D* v b ^-^X^AtCfct^T 
\t % h7-*tCgSRSft* ffiCDtSfS^a^giBf-^ 

2 ©tt ^a^g t e> ft , at i owwAsasscc 
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8W9I©ttfr £B*T £B#y * «fe 2 <DW$B® 

•b-^#, ^2<Dtf$g^a^gJ:oa?f#$n, cs§y? 

*a«r*-s-fe^^a>«3&sia:S3*i. nr 2 ©tit ^a 
«a«:*5c»rtt, B#y v -b-^sg i <Dtt $g®a^g 

<fc«JBW#Sft. *©fi#y *Hz~i?{ta-3i»r, 

10 CCS^liT, B*y ^^-^C^CK-rifES^ *-b-^ 
[0 03 9 ] *^HJ<D^ 1 <Dtf fg^a^gfc i^a, 

afc^CC^D^AtCfct^^ m 1 CDffeCDtt$R^a^g 

n, ftilM^m 1 CDffe<Dlf $8«La^gi*WT^>/ca?)CD 
»X8^Somf*B*r4B*^^-b-^^ «3S* 
jBffl*fW^**2(Dfl6©t»^^«^«l&3ti, * 
(DB*^ ^Hb-yccJttl&rSJCBSy yb-^#, ^2 CD 

[0040] *^bjcd^2 <Dmmmmmm^<kz>^m. 
tfitotit ^ ft , «3J«waa©«tf *B*-r ^> b*^ ^ -b - 

2«J; miCDffeCDtffg^a^gcfcO^ff^ft, ^CDB5K 

y •b-2/CC*fjS'rSJCgy ^*b-^ % 0 1 CDffecDtffg 
30 [ 0 0 4 1 ] 

^amf->xf*AcD«^*«Lri^o 

[0 042]@l^fe^t, S*8fiHt ^>^?-^ 
*7h7-^24/Mt. IPsec, SSL ^/c^TL^C 

a o , mm ffl^ffl'jffi^^g 4 i amrts*sBf -^<b $ n 

2 «: S8» s nr *$ 0 . ^*^g 1 *«a(l*H#4B*«« 4 

40 ^BH»a*«r«tfr4. 

[0 04 3] 19 1 CCfcCi.r, * ^ h «7-^ 2CC 

roj^^g4^i , &-roSJ^3ft , rc^^ cntci®e> 

ffll«^S4^*ft*fta»Stt3ftrc»rfeJ:i^ 

[0044]i2^ ^*^g 1 v 

[0 04 5 ] 02 tC-fcl^r , CPU (Central Processing 
Unit) 11 RCM (Read Only Memory) 1 2 tCEttS 
50 hUiS^n^A, $fc«E1fitSB2 3ft>&RAM (Rando 
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m Access Memory) 1 3 ICU - K 5 ft/c:7*P ACtfif 
-pr-gS^S^H^T^o RAMl3KBg/t, CPUl 1 

#&sa>&g£»fT ^>±^cfc^r ^s^c 9 s - £ & £ & 

SlgiBtl^ft&o CPU 1 1 , ROMl 2 V fccfctfRAMl 3 
B, A* 1 4£/rbT*gS&C&|£SftTt>£ 0 CCDAX 

[0046] Affl^^>^7i-^20^^ t 

r\ v^&i'ctO fr£A;ftSI$2 1, CRT (Cathode Ray 

Tube) , LCD (Liquid Crystal Display) 10 

2, ^- Kfw X*fr£<fcO^£3ft£IBtIgI52 3, * 
t^A, ^-5^;l/T^^^3i^cl:^«fiS3n^MfigP2 
4, &<f:c>\ Kfw***T?fltaS3ft*Bf 

b> hy-?2*ftLx<Dmm%m*i7'?o am§P 

[0 04 7 ] Affl^>f>^7x-X2 0ttlB£fc, i&B 

•=e.'j4 4ai**sj*fi:it»3ti, *ne>^^ttjsn/c 

[0 04 8]S3« 4 «S!!ftKfTl^-^<3 (Dmf&W&fn 

[0 04 9 ] H3CC*5l*r, «3£&fWlf-A3B, SI 30 
2 (Dtt^ttB 1 <DCPU 1 1 TiSiff 95 2 4 CC#fjfrr £CPU 
5 1 7^MilffgP6 4 SrWLTfc 0 , ^(7)S*WM«, 

[0 0 5 0 ] S/c. H3KMsl»-C. \Wl<<^$~3 *- 
-^^^6 5tt KB33IB 1 £ OiiffCDrtS^Hf b 

^£/c#©^f#^c^T&tt$B, a{ffB#ttJi8£«B4 
*BBETiBfE«K:H-r-5tll«. *J±C* 48*«fi 1 ^ 
CD T ^ 42 ^ #1* °J 2 ft fcS&BK M *T £ t#$R^#l Btt 5 ft 

40 

[0 0 5 1 ] AU*0^7j:-X6 OtCB, 

£««ciccTF'9-r^7 0 3WKJKSft, 8 

tM*»; 8 4 3 ft, *ft6*6K*ttlS 
[0 0 5 2 ] ttfc. HStt»T5#, ilfl tKMIMS* 

^b 4 4> , 0 2 cc^ l fci»5K»B 1 1 m& mtcmmom 

[0 0 5 3]^tC, 04*5J:a f ia5e!):7P-**- 50 
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[0 0 5 4] ilf5tB^«*^B4 4«X»*tf 
^BlOCPUl IB, *|7ICC. ^7*S lCCfcl^r, 

[0 0 5 5 ] »ffSftttl»±«j£UfcJi^ CPUl 1 
B. X7"-y^S2tCji^, «3tjftmf*-^3tSc±«: 
aitTSfcft^fcfclB^ii^-*^-* 2 SKKJgU 

*f*:/S 3tcii£f. ttfc* R5£3ft5«B, -P»»a& 

6ftT*59, «2!»mf1f-^3iBt-9a**s-C**J: 
a^»ft?f^--^3K:R3e3ft-5«<b»tc;i/r* 

t©IHCC$^ttafiK*««Sft*i*lJeLfc»^ CP 
ul 1 «, ? 3CCitt^ e 

[0056] -r&*>%, ffi^g i tmeMtxr-*-* 

3t©BB3WS*«ca«B-C*S»^ W#MpiiM«, 
a*©a««:j:0tft>ft**s, M£KB1 &f£&tRff 
Uw*3 iOIBaWS^ttafiK-CttCiJi^tt, aftftS 
^Bf-^{bL//cBf^amK:J: ^tft>ft^ 0 

[oo57]i6{t tt^KB i ^fcaaftfwir- 3 
t©iB3ws*«ca«Kr»**i^©«5Ri6B i ommtc 
wrsi&«Lffl©iKft*^ria"c**. 

[o o 5 8 ] HeectooT, Si&KKfl^tKl! 

*f<fr^-^3ficm«*««&^&»6, CPUl lCDteffl 
»10 IB. afi£l$2 4£/r0r, 

ect*«*«*&-r£. *fc* s^'tta«B*»^-c«3i» 

fW!^-^3J:«5flMll*a»r**i^. CPUl 1 <£>#LH 

Sioiit amfiP2 4*/hur; «safcfWr9---^-3 

[0 0 5 9] amta#ffliJS*KB4CCtt*B*«*&T^iS 

£\ cpu i i cd^ssp i o ni, Dt#am SP 1 0 2 6Ct» 

«t«B«..MiWlOZB l 

x2 5 <to£*tt««*n*w»i/. -fflaasi o i <fco« 

l&3ftfc««*Bf#^fcT4. *«*B#ftLfcWf#a« 

gpio2{j, a«»2 4*^or, BS#fbLfcflMB*a 

«ffl*«J»^B4K:«|&^-B 0 afftB^fflfJ^^ 
*SB4J:DtlNa**»T*»ft/^3ftte1(MBtt- a 

«»2 4*^Uri8#a«a51 0 2CC«»&SftS. «f# 
aff^l02«; Bg^f r -^^-X2 5<fc K>i&W*M 

mnvmu affir»2 4*^iyr«iftsftte««*a 
-^l, «aff-i o i tc«$&T^o 

[0 0 6 0 3 f«cb6. *S*ilB 1 B, aft tB^fflfJffi^ 

^ ft n »a c»a*©aB*tT 5 0 

[ 0 0 8 1 ] * te. H 7 B, ffi^B 1 tieaufwif- 

-A3 i a«B"CttC^»^©«5SKB 1 (O 

aitccHr*±tt*i«©i*ft«:* , riar**. 

[0 0 6 2 ] S7CC4c?C^T, ^^mflf-^'3 */cB 
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a«ffi*ffllliB*iW4Cct»«*«l&T*»^, cpul 1 
(DMSSfl 1 0 1 Bg-SHIflSB 1 0 2 U 

«». a«»2 4**n/tBt#a{f»i o 2tc#w&sti 

Hg^aflSS 10 2B, HfrSfSI^- 2-<-X 2 5 J: 9 10 
[0 06 3] "rttfcfc* ffi**£B 1 «£*fWlf- 

^KKi3W9»s#ffcfeJ:c^4rs«Hi«ia7 

BST^o 20 

[0 0 6 4 ] M4icMK) . ^^ssm^r, CPU 
r fijffl pJfcfe & bs #f b r a* =f y x a ^ ^ a r =f y x 

[0 0 6 5 ] BBJ&B*-* ^ -fe-^£&*SLfcCPU i i 
*^*:/S4CC:b^-C, a{f§P2 4*S(lfflIUr. BH 

[0 06 6] BBteJSSF-* » -fe-^CCB, gtit&fi&ltCK 

cpuI 1H\ c©HJ6J£S^sr-fe-^ca^i»T 

[0 0 6 7 ] ffifI3B2 4^Wir, H»6JC«-rf?-fe- 
^*Kf#Ufci*iJ3EL/ctl^ CPUI Itt. -^'S 
5fca*, K» LfcHtelCS-* *-fe-«c***i*«£ 

Office a^r, *^j5jyM^**i53^**i3e"r 
aw*SfefiS"r*«Hir**. cpui 

Xt^:/S 6ttji^ ®HSP2 4*ftOSPLT, 

CPUl 7frC*5l>T, afISP 2 4 *$U® 

& 0 BXWUfct^Jffil/fcJB^ CPUl ltt, 150^7- 
[0 0 6 8 ] Sfc. B4©*-?* v 7'S 5K*5lr»T\ il£ 50 
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^ffi^B«Clii*lJ)EUfc»^f, CPUl ltt> i5(D 

£ e a2*i«3eUfcti^ CPU 1 IB, ^^S9(C 
jt». 3(1^2 4£$lJfflJLT, «jaftfWlf-^3CC, 

SfitB#WJiJS*l£B4 «BKT &BKMnoftfr 

[0 06 9 ] BBEKLffi(OWf«:S*L//cCPUl 1 X 
r^'S 1 OCcii^ SffgP2 4 £3ilJfflJ L T . BH5# 

r % 0 fc i U CPU 1 ltt, *?vZfS 

««5iaR«4*BIESnA:*5*«r«3eT*. ISIESn 
fc4«ELfc»A. CPUl ltt> X^:7*S12&tji 

[0 07 0 ] XfyT'S 1 2CC*5t^r, CPUl 1 fe( 
"To 

[0 07 1 ] ^r©«ffi*s}wofci*U5El/fe»^. CPU 

1 1 x^^^s i 3ifcm&. mm&2 tzmmu 
m$mv$y-V'-^3tz. amffi#ffijs£SK4£<z> 

glS*^ 7-fe-^*«*&b/cCPUl 1 tt, Xf^^Sl 

4ccfcc^r, ama52 4 4»jispor. »*^yb-y 
[o oi 2] mnvtctmmLtcm^, cpui n*. x 

•fe » >i^S0Ef 4^*4 tl>, 
^JSRri^B^ftSi^CELfciS^ CPUl ltt, 
^^sieccM*. atES-rf y42-^tcS-^i^r, -fe y 
>> 3 >a?:^0, ^f-;7'S 1 7CCii^ e S/c, X-r 

^JSL/-cil^, CPUl IB, Xf -;7*S 1 7tCilt^ 0 

[0 07 3] ^f*7 v's l 7tcfec^r, cpui l tt, il 

[0 07 4 ] Sfc, B50^f 8tC*5C^r, 
X~$>2><DX\ CPUl 1«, Xr^'S 1 8CC*5l»r, K 
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**. 

[0 07 5] Ste, mbOX-T vVS 1 1 iCteOr, ffi. 

mn^mm^mm 4 #bie 3 n & * o * t mm u &» 

cpui ib, 5»7*s 1 9 tea*. x^-#ig£ 

[oo7 6] y^tc, asfc^^agcD^u-^^- 

1ST * atX*«:ff V - > < 3 K «fc * atsaftfWftfflIK: ^ c > 
r«wt5. sfiwecjetr. Iiofc^li 1 

[0 0 7 7 ] tt£ttB 1 Oie«WBl*fWT*CPU5 
IB, fttZJK:, Xf^^S 3 1 cefcor, ^lli 

<DM fcS£tta«tt#lt« 3 n * *»53&»*«s-r *» 

[0 0 7 8 ] ttSSn&C^i^^/ctB^, CPU 5 1 

b, ^^^^S3 2(cji». msiaBBi tSc^Mcaflr-r 
3Katf. ttfc, 85esn*««. *»««>€>nr*5 

0 , £§3fcg|g 1 i flWa»**"C * 4 cfc 5 K: , ii^B 1 

*£WEl>/di§^ CPUS IB, Xf^^S 3 3$CiI 

[ 0 0 7 9 ] ±i£L/Ccfc 5 S83fciSfi 1 iHJftWf 
tf-^^3i©Pa^*ttffl«Br3tcii*B^«, 31firt§ 

zvgmt l /cBg^Mft (c i: ^ tf fen* o 

[ 0 0 8 0 ] H 1 0 B, AjS3£KB 1 tmSZ&ffirV-J* 
3 i<DIB*^ail«ISr**»^©«B^fWlf--^ 
3OM<l^MT*±fe®S0Di3Kn?:7n"rSr-** o 

[ 0 0 8 1 ] m 1 0 tCfcOT , CPUS 1 CCB, SacDSfL 

sfc^ff-r^san 2 1 , gt£^T*gt£j&spi 2 30 

2, iJcfc^iSSE^a^rtf^ BSEflSl 2 3#fll0cSnrt,> 
*„ $/c, 5CCB, BfEWl 2 3tcj:* 

BSE*aa fflc^n^ BfflEft£ <gST * BfESIf*— £ ^ 
-XI 3 1, to I (C7^-feX*r*C£*f*F 

£^-X 1 3 2 3&W6tiri^, 
[0 0 8 2 ] $±<cilffl»*fl9C^r«I^SB 1 «:««*: 
<£S&-r*JS£, CPU 5 lCO^aSPl 2 1 B, iiffiSP6 4 

bh5«bi tctt**«*&"r*. **a 

SP12 1B, M&&%!>1 2 ZttCte^XgJ&ZtitcM*^ 40 

*&T* 0 ^tta«B5*flH»T48*«Bl cfcOtS 

fRfcBttfri"**!^ CPU 5 1 O^SSP 12 1(t iifsSB 
2 4 JWQSIBl J:0flMR*B8M"*. 

[0 0 8 3 ] 0fl;Ut #LS8B 1 2 1 tt, iiftSP6 4 
L/-CS*KB 1 <fc 0 ffi»LfcfiEW»^*BSE8P 1 2 3 CC 
«^T*o BffiESBl 2 3B, f-^-X6 50BBflt 

f-^-xi 3 i «:atssnTti*KSEStcca-^ci 

T, aHtH^ffJJS8*»B4©BBE«rtfl^ *<DBHIS* 
£®aSP 1 2 1 tc£fef£T*o Ste. MaSP 1 2 HI f 50 
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-£^-X 1 3 2©#y t'f*-*'*-* 1 3 2&CSS33 

nri>*iS*£SB i ^ccHT*twwc»-3ivc. 

a«*B3MWSl*SaB 4 l cc 7 * -fe x pJ*B^5 

^**ijs*r*o 

[0 08 4] -rtttofc, «jaftrtff*-^3 tt, 

gi iBt#^tsnrc»tt^a*©a«*ff 5. 
[0085]^^ Hint trass 1 tieaifw 

uw<3 oa««cBBr *itt««o«n**-rBi-c* 

*o 

[ 0 0 8 6 ] 0 1 1 $C*Jl»T, CPU5 1 CCtt, ^SSP 1 
2 1 , SI£fiSSP 12 2, ** J:CXBSEtf 1 2 3 (DflfiCC, f& 

as 1 2 1 iaftgP6 4 ©wee, flm*imirr*ifr9 

5CCB. MMM^-*^-* 13 1, ^^>f-^- 

xi 32, *5cfc^ vmmzmm-rz^mf-*^- 

xi42JWRW&nri>*. 4HKM914 1B. B^- 

it^-^-x i 4 2ccR3£3nrc>*K#iiccs^i 

[0 08 7] Ttttofe, iB»fW^w<3 tt, SS^S 

bi 4©a*«c*5iir. Bf-^a«*tf^. se^r, 

^f^S3 3£U»OjBacc*jt»'C, 
iie»fW^^<3©BCWl«tt. ^TBg^{L?nr 
tfton* 0 «T©KI8CC*JC»T, «ea»«tf-9--^3«: 

<t:*ia»ffc*jj:cfli#-r*«ffli«iai Kcfc^riaMi/ 

[008 8] @8K1I^ ^^*S 3 3KI*5t^T, CP 

usiB, mm^G4z®mLx, 

SsrfiFWr*, Kf#b/c<b*95tL//cJS^ CPUS IB, 
y yfe-^5^«r*ij^-r* e mf§L//c^ ^-fe-^, 

fcBteS*-* y-b-^r**i#!l5tLA:»'&, CPU5 1 
B, y^S 3 5tCjl^, ';7'S 3 5^*jl^r, 

CPU 5 IB, ilffSP6 4 4$lJ®l>r, ^fiSL/cMte 

[0 08 9 ] -etr, y« 3 7tc*5iir, cpus 

IB, «3K»WT»a*»7r*3^5**«3EU, *^7 

xt"^^s33ccko, -€-n«K©Aaa 

4«JEUfc»^. CPUS 1 B, «3flfefW«&a*r»7T 
[0 09 0] 080Xfy 3 4CCteliT, m?#L//c 

^, CPUS IB, Xf*y 3 8tCiltf. ^7*S3 
8CcfcC^r, CPU5 1B, M#bfc^ -^-fe-^HifiS 
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^-r*Si*93ei/)fc»^ CPUS IB, ^f^S38 



^'S4 0(Cfc^t k CPUS Hi, * 

[009 1 ] J/c, H8CD^^y^S3 8tC*5l^r, EX 

SL/cJS^, CPUS 1 B, H90^f ?^S4 licit 
tfo i9©Xf ^7*S4HCfct^, CPU 5 1 B, 



US lit v ~7'S 4 2 &Cii<&, (H 1 oof-^^- 
X6 SCDISIEaf'-^^-X 1 3 1 ecfiSf#stiri*4B 
ffiEfite*Uffll/tBE^3*tT5. f OT, ^f^7'S4 
3fcfc(,>t, CPUS 1 B, d<^>7 : -^^X4 30Ccfc 

&cj:& Se^g^cD T 2 -fe X #f * pj 5 tlX I fr&fr £ 20 
StBTSJfifflSrfrl^ ?:7*S4 4CCtet>T, BSEtt 

6 4 «ih«p ur ; flfc&RK i ic&*&-r 4. 4S*§6B 1 tc 

BfEJES^ ^-fe-^*«*&"b/fcCPU5 1 B, ? ?'S 

CO 0 9 2 ] 7^S4 HCfcl^r, BSlt#U/t^^-fe 
-^BBEe*-^ yfe-^-rBttt^i^UeLfc*^ CP 
U5 1B, ^vV'SAbiCM^. BtffL/c^ **te-^ 

^T*4i*(l3eL/c»^ CPUS IB, ^f^S4 6 30 

5**«IST4. fit, £**i*4i«3tLfc»&, 
CPUS 1 B, Xf-^'S47 Kii^ XMKflllH^ 
^4i(DilfiCC^JfflT€>-fe^->H>gi^^L, ^ 
:/S4 8iCjIfr. £/t, MT^W^^iliKUc 
i§£\ CPUS IB, Xf?^S4 8iCjt£? 0 fit, X 
f7^S4 8CC4jI>-C v CPUS 1 B, ±j£ L /c£*a<D*§ 

stout, 4g*«acc««&rs. aiss-rf ^ 42-^**8 40 

1 tC«*&LfcCPU5 1 B, Xt" * 7'S 3 7 iCR 

[0 0 9 3 ] $/c, X-r * :/s 4 sector, ro#i/c 

CPUS IB, ^'5 4 9(^1^, COTi^: 
>f *-fe-*/«BBBU Xf«;7'S 3 7 tClD, f tl&M 

[0094] tt±<D<t ^oc, %£$ib 1 *ji vaisasw: 
gi^»&acc*jwa«s*»a 1 ©affl*e«rs c so 
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[0 09 5 ] WC S m 1 27!jMS 1 4*#llt, ±35 

[0 09 6 1 B12B, *«?l*3Bffl Lfc«Sflft«HI« 
tf^XT'AOlKE^CDaffl^^m-rH'C^So 0 1 2iC 

fee > t b , nhm 1 #«mtH*«B5^« 4 1 imc 

5RSga 1 Wt 5 Phase 1 (DH£»#!®<D— SB^rtftfr It 

[0 0 9 7 ] gfcJiC, X7v?S 1 0 HCfeCit, iiff 
t@^ffliJS*^S 4 ffi® -T S fc «> CC ffi C » 6 ti i » 

IHC«U (ftftRKlK. Xf^S 12 lCCfct^ 
t, f <DS*^-YP- F*BXf#-T5 0 
[0 0 9 8 ]SA^-fP- K*Sffi-ii«**8K 1 B, 

if-^*3CC^-r^o COjJfflft B4©Xf ?^S3 

i 5 i iefc^t, s*^a i ct o#»estifcH>6»3Ry 
[0099] m&&t<ftv-^ 3J;oms n/cdg^is 

^-fe-^B, B^SKCiOXf 123iC 

*MCC»jfrr*. fit, ?r-b-^*K»L/ 
/cS^g 1 (t Xf^'S 1 2 4^Cfel^t, H^JSS 

ffld^^a 4 cc ikecdsa^ >f p - F t Itftf^T ^> . 

[oioo] afftmm^a4K. ^f^'sio 

S103iC*j^t, Ltffiffl3h««««* 

1 2 5^cfel^t, f (Di^J^^P- F*5J:0* 
NDnce^-rn--F*ffi»rS. IfcBaili^f^ 
S 1 2 6iC*Jlit. Kf#L/ca3£ft^^P- F*$tf« 

5afef^ff1^-^3B, 7 1 5 3^Cfel^t, 
^a 1 <fc D $ titcM$if&^S isim&? & 
il«ffl(Dgi3^^-fci-F*^U, ^f^'Sl 

5 4tcte^t, f^uwEfiffloaaa^-Yci- f*# 

fc. giS^-^^a- FCDrt^fCcS^Ci"C, ISAKMP SA* 
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[oioi] ^gi i x?-v7s i 2 7*cbir>r 

S 1 2 8K*5l>T\ gi£j&jcS§^ *-fe-^cca**i*is 
(IffiOtt^jR^ p - Ffc<fcc>*Nonce^P- F£afil 
tl#fflfliS*^g 4 cc fWMr & a affffifMlltt££B 4 
B. CCDiI(iffl<D£l^^-fn- K*5<tO*Nonce^>f a 
- Kt^fy^S 1 0 4CC*5lirBX»-rSi, AT*?? 

S105^t, ID^-fa- Ffccfccs**^*- F io 

[0102] iH33£B 1 ^f-s^S 1 2 9«C*5l» 
id^o- FfcJ:tf»*^n- F*K»T<&&* 
X^-^^S 1 3 0tc**l>?, m&^J o- K*dtfEBE 

7'S 1 5 5tcisi>?» B£»ttfr*--><3 W\ ffi^S 
1 J; OgMSSftfcHSEISR-rf 88 

*^*:7S 1 5 6CC:te(,>T, ^JSO/cilfffflOSS^ 
Fi^trtSlB&gF-rf v -fe-^*itef&6fi 1 teg**^ 

4 4^S^j£*T^o 

[0103] Xf 7 7'S 1 3 1 CCte^T, ^^11 
-S^flMW-S. CO^ffite, B5©Xf-^S 1 0CD 

^sccsws-r*. s^sint xf 77'si3 2^ 

ivricrc^P- FtecfctfS^-fP- K4IStB?#l« 
5l3K«4K:«|&-r4. i««flWI*ia4B, ^cdid 30 
^^a-FW^I^-fa-F^ Xf 7^106 

[0 10 4] S*ggl«, Xf77'Sl 3 3CC 

^>a>»*£j&U Xf ^^S 1 5 8&c:fa<,>"t\ ffi* 

9<D*7^ 4 5 7iS^^^ 7*S4 8<D^MCt>tfj£"r 40 

-eUT, ^SS 1 B3afcfOTt^><3J:9* 
*&3nfcajCES^.^-fe--^*^^^^S 1 3 4Ccfcl>T 
©tfff&o C^ffilB, @5©Xf7 7'S14©WC 

[0105] ia^sa i iiisg^ ^-fe-^cc^sn 

£ ISAKMP SA&WCZls, Phase2<DM{mte$lFB'$~Z>o 
[01061H13B. HI 2 CC^0fc&ffltettl>rtf 
*>n€>Phase2(D«iffiOW*?S-rH"C*S. Phase2 CC*J 

[ o i o 7 ] m i 3 tcfc^-c amtB*»J«5K»a4 so 
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t* v x^y^s i 7 i cc*si>? % ^ot^saTrh^^ ^ 

^ * £ <D&tS 0 T C >4 £ #i £ Proposal 

U j^S/a'*^ O— F, SA^>fP — F\ te^O'Nonce 

^^-F«^gl«t^ ttfc&BlK* * 

T?7S 1 9 1 CC*5l>T, CiieCD'^S'*-'^ P- 
F\ SA-^P-F\ *5<fcVNonce^-f a-F*ffif#-r 

[0108] fit, i£ft&gBl K» XT*?S 1 9 2 

cc, ilff/BO^ r>^^^D- F\ sa^p-F. fed: 

O'Nonce^ A P - F £il{f ffl^J*8*i6B4 Ct{*S£-f 

*^-YP- h\ S/V^P-F, fcJ^Nonce^-f P- F 
X^^^S 1 7 2tC*Jl>T, 3tf#T£ 0 

[0109] *scc. am ffl*»jig3fci!g4 xf^ 

:/S 1 7 3CC*5t>"t, ^*^*"^p-F*48*SSB1 

f-^S 1 9 3 5Cfcl»rBX»r«- 
[0110] «±©J: 5Ct, '^Xn<ra^Lft:fll3aftA 

[ o 1 1 1 ] h 1 4«, **w*awai//ca3aft«La« 

tfS/^T'ACDTLS Handshake Protocol^COjSffl^lI^r^T 

|t*5„ Hi 4Cctet,ir«. 1 3^amtB#WJ 

^^^S4<hTLS Handshake Protocol CC <£ 0 gt3£&£rtf 

5 ^cc, il^f^f 3 cc* 0 , S*^S l m=x *> 
1 ^TLS^ 5 T > h <b ft 0 . amtB#fl(W^B 4 &T 

[0112] swcc v ta^ses 1 xr 3 3 1 

^S*^ ^H2-^*«^mfif^<3K:«i&-rSo c 

H4cZ)Xt u ^^S 3 0«iSCC*tl£;*r^>o Sl^ 
8SfWlf—'< 3 tt. ^r*^7'S 3 5 lCC^sl^T, COia 

TLS Handshake Protocol T'ftJfflT 5 T^Urf y XA%^S 

-S e cn^OAO;^, 08(DXf ^^S3 4 7iS^r* ^ 

3 6CD^CC*f^T^>o 
[0 113] 1 It Xf.y7'S3 2 2tC*Jti 

ie^mf^-^3«fco«i&snfcHteii»^y-fe 

-5^*K#"r*. CCD^S«, 04C[)Xf »^S4^ 

(DrtSCCS^l^r, TLS Handshake Protocol CDCli en tHe 
llo> *-fe-^*r££j£U a«ffl*«iB*BI«4CC«|& 
T'So afltB*lfflia*«B4tt, COClientHello^ v 
■fe-^Xf ^ 7'S 3 0 1 ^feC^KIT^i, 
7'S30 2 CCtel^T v ServerHello^ v -fe-^*iS5fcS6 
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m 1 K&i&U Certificated v -fe-^&tf^KB 1 K 
gfeS&U ServerHelloDoned v^-V>&W£BM. 1 tt<ft 

^-r-Sc i *ft60d?-fe-^4. xr*? 

[0114] Certificated * -fe-~ i?*Btf# l>/c££3f^ 

v V'S 3 2 5&C:tet>T v BW# L/cCertific 
ated *fc-y*dftfcBSEe*-* * fc-^*itSfc»tt 
?Ttf~'<3fcffi*&"r5. CCO^S^, @5©Xf -^'S 
9<D^fflK»j£TSo i«»fWl^'<3tt. Xt^:?' 
S3 5 3(c*5t>r. CCDt£liE^#d ?-fe-^*Btf#U 
ISlES^d ^■fe-v'KlS^ftSTLS Handshake Protocol 
(^Certificated y -fe-^Kg^T , adffl*fflJ4H* 
SSB4*i8BEU Xf^'S 3 5 4CC^C^ S sSSE&S 

Ctlh<D%}Mte. i9(DXf77'S4 175lXf^7*S 
4 4<D*ftffiCCS*j£-rS a 

[0115] Xf 77*S3 2 6&C:fol>r, S^ggl 

BSEJfcSd ^-^RSTi. C<D«yira. 0 5 
OXf^S 1.0<DJB«C Start"*. **§6Bltt. X 
■f*? ?'S 3 2 7 Octets pre-master key£r ^J&^T Z> tc 

awe, m&im&s »-«2-^*«saftmfi»--^3K:« 

^J&jE^d ^-fe-^CDrtS^S^C^T, TLS Handshake 
Protocoled i en t Key Exchanged v -fe — ^Gtiftlf#1# 
**MHU Xf77'S 3 5 6CC:fcl>T, 
»fc«t*JSRjeS^ v ^-2* 1 4 • C 

tie>(D*5Stt, i8(DXr77'S38MXf , ^7 , S4 

0 0®3&C#fl5T£o 

[0116] fc£*fttT0"~> , «3 <fc 9 ^ 3 ftfc»£J5S; 

El K<fc9flXf#§ft&o CCDffiffitt, 04©Xf ^7*S 
7©^&c5tfj£T*. «**6Blttv Btf* L/c^^SiJS 
|£d — ^CDrt^CcS^CiX", TLS Handshake Protoc 
olOClient Key Exchanged ?-fe— ^^r^fe^cl^ Xf f 
7*S 3 2 9CCi5C^r, ^Kb/cClient Key Exchanged 

v * - y * jiff ta^wj§s*^a 4 s . 

ffliJS^S 4B, C CDCl i ent Key Exchanged * -fe - V 
Xf ^7'S 3 0 3tC*5C*rBX»"r4. 
[0117] igS^Bltt, Xf y7"S3 3 OCCfcl* 
T\ TLS Record Protocol T'ftlffi] 3 ft£ pre-mas 

ter k^6^«Rsnssaa»*R*s* , r4/c»osi 

AOHtt. i5(DXr ^>^S 1 3 (D^3tt>tf £ 0 SIX 
SMWrF-^SB:, 7*S 3 5 7 KHe^T, c©i 

g^Jcd — pre-master key#>6>TLS Reco 

rd Protocol rWB-T & -fe * a >H££J& U Xf-; 
7*S 3 5 8CCfcC>-t\ ^Ofc-fe?5/a>«*atfHfi5 

§^^-^*ggH^*r^c cft^o^a 

S9(DX-r ^^S4 5 7bSX-r^^S4 8CD^S0C 
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[0118] S^lllt Xr^7'S3 3 1 tcfc^ 
SIX^tf^^3CC^3hfc«l2»^^-fe-^ 

T\ TLSRecord Protocol r'Wfflf 4^ *^ ^> 3 >^^:^S 

y7*Sl 7CD^SCC*tl£-rSo 

[0119] «±cD<t^w:. *§zw*&mLtcm%3&m 

Ifttf^^fAtt, TLS HandshakeProtocol&C<t&^3£ 

io &CCj®IB3ft6o 

[0120] — jICDMS* V7 h ^rtcJ: OUtf 3*t± 

[0121] C ©f2»MH*tt. H2teJ:^SI3CC^-rj: 

20 S/ctfrtcBHSSftS* ^py^A^12»3tiri^8at« 
x^4 1*jJ:0*8 1 (^n * ffw ***Stf) , 

^^42 fci: 0 s 8 2 (C[>>RCMCCoiTpact Di sc-Read 
Only Memory) ,CVD(Digital Versatile Disc)^^ 
tf) , jt»»f f ^^^4 3*5«fcC) f 8 3 (MD (Mini-Dis 
c) *dtf) . *> L < «*2»ttd U 4 4*5<fcO f 84ft 
«fc 0 5 ^ ^ - ^ d 9 s A T dC <fc 0 * 5 tl ^> tc l-f "C 

tt<\ «a*#tc^»ffl*ii*n3rctK»r^-ifcc»« 
30 [0122] *Hj*ffl#tcfcc^r, fe^fttciBIS 

mc : &~?x b#3^ 9*j ft ? f to ft ^> © s « & % 5 ^ , o 

Htf 3 ft S SO t> orab €>o 

1fi»O«a«:*0«fiESft4«B^f*«:*'rfeO'r* 

So 

[0124] 

[*W<D3&JR] «±^cfc^^c v h«7-^^ 

[0125] *^0JCD0 1 (Dff $R«LS^a*5ctc>'*ft, 
4M4S«tiCi^'C# l tf*«iS*«IR6ft/c8lg 

[0126] *«a^(D»2C[)WIH«iS«afc<t^ffi 4 
50 SBSJKft, M^^'P^ACCctfttf, am«rtf5«« 
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10 



[0 2 ] 01 ©S*JgH©*j£W*^f^a * ^it$> 

-So 

[03 ] 01 0@^mf*-^*<D«^*^T^Ci * 
#0T'&£ O 

[04] M^sgacccfcsa^ttmfffiffiiitt^-rs^o 

[0 5] »^«CCJ:4ll^mf«Hl«:»?8"r*. 0 

[06] ^^mmtmimRnv--^t(Dm^±^m 
[07] ^mwtm&&Rftv~^£<om&$;±teM 

[08] a3^mf*-^^CC<fc4a3S»RtT«U!CCOC» 

[0 9 ] «3^Wf*-^^K<t*a3E»K?f«ffli«:oi> 



(15) ^2 00 3- 1 79592 

28 

* [010] »*iffl"i«X»«tT*-^iOHl3W3c^tt 
[011] ^iaiilB^ftfW-^iOHB^Sc^ft 
[012] *^^«rififflL/cSi^^Sf^:tf 
[013] 01 2 0m&t£ffi<X!M<Dffl>5:&W-S-i>7V 

[014] *&wz&mLtcm&&9&mvtff u*^&<d 

TLS Handshake Protocol ^Q3Sffl;fr&<D09 fcSftBJl T £ 7 

[W-^ostt^] 

i ss^sis. 2 *vby-z>, 3 8tx»fW 

tJw?, 4 aiI*B*flH4S5fc»». l i cpu, 

1 2 ROM, 1 3 RAM, 2 3 tetSSP, 2 4 ilff 
SB, 2 5 Bg-Efgl^-^-X, 5 1 CPU, 5 

2 RCM, 5 3 RAM, 6 3 lettSB, 6 4 ilff 
SB, 6 5 dr^c-X. 10 1&MSB, 102 

Bg-^imas, 1 2 1 mmm, 1.22 

35, 12 3 SSSE3S. 1 3 1 iSSEHf 1 - 

132 ^us^-*^— 141 et-^am 

SB, 142 
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